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Communicating with clients
using end-to-end encryption

In Section 1 we discuss what that means for your business and what you can do to adapt

to the new reality of “surveillance capitalism” on the one hand and GDPR on the other.

Section 2 includes a brief history of encryption, and using the example of WhatsApp, 

explains how your behavioural data can be extracted even in the case of end-to-end 

encryption services.

This MyDocSafe paper explains why encryption of client communication is the 
new standard for professional services firms and how those firms can use that 
technology to minimise reputational, compliance and cyber risks related to
personal data breaches and identity theft. 
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Is encryption of client communication the new
standard for professional services firms?

Undoubtedly yes, primarily to minimise reputational, compliance and cyber risks 
related to personal data breaches and identity theft. 

SECTION 1

If you are seen not to care about security of your clients’ data you are running a risk of being perceived as out 

of touch with technological developments and definitely not as a trusted adviser.  As explained in Section 2, 

even services that apparently use encryption can be used to covertly harvest behavioural data without 

permission.

Reputational risk

No one can prevent consenting parties from sharing their personal data in public or exchanging them over an 

unsecure channel. However, sharing implies storing which is equivalent to processing and is therefore subject 

to GDPR. That data needs to be protected by you. It is easier to protect it if that data has been properly 

encrypted all the way through.  Otherwise, your own compliance is at risk.

Compliance 

We have spoken to professionals whose identities were stolen.  These traumatic events can result in loss of 

life savings, lead to bankruptcy, ruin personal relationships and health.  Most of us think that ‘it will never 

happen to me’ but equally, how many of you choose convenience over security and do not use 2-factor-

-autentication to login to your own systems?  One can be complicit about one’s own data, but storing clients 

data is a different thing entirely. Complicity is not an option.

Identity theft

It is unrealistic to expect that clients will have sufficient knowledge and time to install encrypted email plugins 

in their email clients, that they will learn how to create public keys or install your keys. The system has to be 

seamless in a sense that clients should be assumed to have zero knowledge of encryption and possess only 

access to email and a web browser.

Although email is still the main communication channel, instant messaging is growing in importance especially 

for exchange of short messages, reminders or notifications.

Look for mobile friendly solutions that fulfill that requirement.

How to gain clients acceptance?

1. 
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2. What to use it for?

Encrypted communications is particularly useful in the following situations:

Client onboarding 

Signing up new clients involves exchange of personal data, ID documentation, contracts, and payment details.  

Required features: e-signature, client portals, ID verification, secure e-forms, integrations with payment

services, and workflow automation capabilities.

Approval of annual accounts

The approval is an annual event which may involve two way exchange of confidential workings and

supporting documents.  

Required features:  email plugin, e-signature, and client portals.

Approval of VAT submissions, invoices and purchase orders

These activities happen frequently, therefore it is vital that they can be triggered using existing email facilities.

Required features: email plugin, e-signature, and client portals.

Distribution of payslips

Payslips include highly confidential data.  Most small payroll bureaus send them in bulk to one of the

company directors who then distribute them to individuals.  That is both inefficient and expensive.  It is now

possible to distribute payslips directly into employees portals in a secure way and automate notifications.

Required features: client portals and employee subportals, automatic notifications, and document distribution

facility. 

Renewal of engagement letters and KYC information

Annual renewal of contracts and KYC information is a high volume annual event that most professional

services firms needs to go through.  Generating bespoke letters, making sure they are signed, collecting data

updates etc. can be time consuming and error prone.

Required features: e-signature mailmerge, secure e-forms, and client portals.

·

·

·
·

·

·

·

·

·

·
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3. How to get started?

With these assumptions in mind, here are a few easy to implement suggestions 
that will improve your security posture.

Dos and Don’ts 

Stop sending emails with unencrypted attachments asking clients to print them, fill them out and/or sign
them, scan them and resend them back to you.  

Instead, start using electronic intake forms for personal data or e-signature for document approval.  Apart

from saving on time and paper, you can ensure higher quality of data by enforcing data validation and

simpler housekeeping of approved documents.

Stop sending unencrypted emails with special categories of personal data. Technically speaking most
emails include personal data such as name and email address. However, copies of IDs are ‘special
categories of personal data’ under GDPR and require special attention.  

Never share login details to systems where ID data is stored to minimise ‘over-sharing’.

Consider adding an encrypted email plugin to your Outlook or Gmail client that lets you send documents

for e-signature, let’s you publish documents in a secure client portal and uses public-key cryptography.

Audit and document personal data flows employed in your firm to ensure all parts of your IT
infrastructure are compliant. It is a GDPR requirement.  You can use post-it notes to do that although
there are easy-to use GDPR mapping tools to help you along the way. 

·

·
·
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What is end-to-end
encryption?
Although we do not expect our clients to know much about encryption, anyone 
dealing with numbers and technology is expected to have a rough idea about 
general terminology even if just to shine during a dinner conversation.  

SECTION 2
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1. What is encryption?

The need to deliver messages secretly is almost as old as the human race and to do this efficiently 
various techniques have been developed.

One of the first methods was developed by the Spartan army and was called a Scytale. To encode messages 

the sender wrapped a parchment around a cylinder as shown in the picture above. The message was then 

written across the parchment.  Once unwound, the text became intelligible and could only be read by

someone with an identical cylinder and knowledge of how to wrap the parchment around it.

The Enigma machine is a more modern and better-known encryption machine that was used by the Germans 

during the Second World War. Enigma was both an electric and a mechanical machine that looked like a 

typewriter. Its heart consisted of three rotors. The sender would type a letter which would then be passed 

through various machinery known as plugboards, rotors and convertors.  The result was an encrypted (i.e. 

scrambled) message that could be transmitted by Morse code. An identical Enigma machine with identically 

configured rotors would then be used to decrypt (unscramble) the message.  

The problem that was inherent to both methods was that both the sender and the receiver had to agree on 

the encryption mechanism before the message was sent.  The Spartan generals had to agree on the dimen-

sions of the cylinders and the Enigma rotor settings had to be delivered to U-boats. Enigma also had other 

faults (such as ‘a letter would never encode to itself’) which allowed three Polish mathematicians to break the 

codes in the early 1930s and pass on the knowledge to Alan Turing just before the Second World War who 

then during the war managed to build Colossus - a powerful but single-purpose computer that broke the 

codes even of much improved Enigma machines.  

The above processes of encryption and decryption use the same method or ‘key’, so can be called “symmetric 

key encryption”.  Both methods pose a logistical problem of securely distributing keys and requiring every 

sender/receiver pair to have a different key if they don’t want other members of the ‘insider group’ to read 

them. Finally, once the enemy gets to know the key, the system becomes useless.  
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2. What is public key-encryption and why does it work?

3. What is end-to-end encryption?

One of the biggest breakthroughs of the 20th century cryptography was the invention of a method that 

allows parties that have never previously talked to each other to agree on the encryption method and 

exchange secret messages without the risk of being compromised. 

This new method was invented by a trio of MIT mathematicians and is now called ‘public-key cryptography’

or ‘asymmetric cryptography’.  In this encryption method, both sender and a receiver have two separate keys 

that they can generate themselves using a method that can be public knowledge. One key remains private, 

the other is ‘public’. The public key is distributed freely to anyone who wants to communicate with the sender.   

For example, if I want to send you a secret message, all I need is your public key. I can then encrypt the 

message using that key and send it to you. Only your private key can be used to decrypt it. Similarly, all you 

need to know to respond is my public key which you use to encrypt your response.  I then use my private key 

to decipher it.

The advanced mathematical formulas used in this technique make it practically impossible to guess someone 

else’s the private key. The mathematics involved have been developed over hundreds of years by mathemati-

cians Pierre de Fermat, Carl Friedrich Gauss and Leonhard Euler among others. 

End-to-end encryption (“E2EE”) is a method of secure communication that prevents third-parties from 

accessing data while it is transferred from one device to another.  

For a purist, the only way to ensure that you do not need to trust any organisation when using end-to-end 

encryption is to use open source software which is regularly examined and maintained by a large community 

of independent experts.  There are free open source plugins for encrypted email that are widely used by the 

IT community such as Mailvelope (such plugins have a usability issue in that both the sender and the recipient 

need to have the same plugin installed and need to exchange public keys).  The reason why the plugin needs to 

be open source is because it allows anyone to scrutinise the code to ensure that encryption keys are not 

leaked to the outside world.  Equating ‘open source’ with ‘security’ is rather naïve however.  There are a lot of 

open source projects that are not properly maintained which leave them vulnerable to hacks. It is therefore a 

good sign if an open source plugin is maintained by a reputable organisation that has a vested interest in 

making sure that it works properly.  Still, both ‘vested interest’ and ‘works properly’ can hide a less savoury 

second agenda, which brings us to the initial question of Whatsapp.
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4. Can end-to-end encryption be trusted?

It depends on what you want to protect.   Let’s take the example of Whatsapp, a well known communication 

platform. It is not open source, although the company did publish a white paper explaining how their 

end-to-end encryption works.  One has all reasons to believe that it does work properly.  The ‘vested interest’ 

question is rather more interesting especially in light of the fact that Facebook paid ca. $20bn for what is a 

free service in 2014.  The fundamental strategic reason seems to be ‘data extraction’ capabilities.  This point 

is further explained in a newly published book by Harvard professor Shoshana Zuboff “The Age of Surveil-

lance Capitalism”.  The story goes like this: “Whatsapp maybe can’t tell what exactly you are talking about but 

it can figure out who you are talking to, when, from where and for how long which can help it figure out what 

you are likely to do next. That information can be sold to advertisers who will try to find you on Facebook and 

elsewhere on the web and provide you with a customised offering and even pricing”.  Zuboff calls this meta 

data ‘behavioural surplus’, the new goldmine first discovered by Google, that is the source of a current heated 

debate in our society about privacy, consent, autonomy of individual choice and even the nature of democra-

cy. 

We all have to trust the maths and hope that no rouge secret service has enough brain power to beat the 

entire world academic community to the task of breaking public key cryptography.  The question posed above 

should probably be rephrased to “can the companies offering end-to-end encryption be trusted”.

I hope it is now becoming clear that one does not need to read the very contents of your messages to find out 

a lot about you in order to sell that information to the highest bidder.  If this is what you don’t want then look 

for companies with a business model that are not based on data extraction and data monetisation.  A good 

example in the world of search engines is DuckDuckGo, an upstart company which, in contrast to Google, is 

not saving your searches at all.  It claims to still make money by serving you ads that are based only on the 

contents of your searches.  We still need to trust in DuckDuckGo’s declarations and the security of its inter-

nal systems and management processes.

Trust is here to stay when it comes to protection of your data.

1)  Fraudscape 2018 report:  https://www.cifas.org.uk/secure/contentPORT/uploads/documents/External-Fraudscape%202018-Final.pdf

2)  “The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power”  by Professor Shoshana Zuboff 

3)  “The Music of the Primes: Why an Unsolved Problem in Mathematics Matters” by Marcus Du Sautoy 

4)  Company research
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MyDocSafe is the leading provider of advanced e-signature, on-boarding and communication software for the 

professional and financial service firm market.  MyDocSafe product suite includes Outlook e-sign / portal / 

encrypted email plugin and a portal technology for secure onboarding (e-signature, e-firms, KYC checks, 

payment processing) and document management (mail-merge, payslip distribution).  MyDocSafe also offers

a GDPR compliance tool for personal data mapping and record keeping. For additional information, visit 

www.mydocsafe.com.

About MyDocSafe

Outlook email plugin for

  ·  E-signature

  ·  Portals

  ·  Encrypted messaging

E-signature

  ·  One-to-one

  ·  One-to-many

  ·  Many-to-many

  ·  Mailmerge

  ·  Automated reminders and notifications

E-forms

  ·  Data validation

  ·  Conditional statements

Payment integrations

  ·  Stripe

  ·  GoCardless

Client portals

  ·  Employee subportals

  ·  Embedding of onboarding processes into portals

  ·  Secure document distribution

Integrations with ID verification service

Public API

Our core features

Contact sales:
sales@mydocsafe.com

+44 203 286 7416
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